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1
Decision/action requested

This contribution provide details on how NSSAI privacy can be handled by network policy. This is for the SA3’s endorsement as one of possible options which will be shared with SA2.
2
References
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3GPP TS 23.501: "System Architecture for the 5G System"
[x]
S3-172062, NSSAI privacy clarification, SA3#88
3
Rationale

This contribution proposes NSSAI handling procedure with the consideration of privacy, on a PLMN basis, to provide more details over the previous discussion S3-172062 [x].
According to subclause 5.15.4 ‘UE NSSAI configuration and NSSAI storage aspects’ of TS 23.501 [2], 

“A UE can be configured by the HPLMN with a Configured NSSAI per PLMN…<snip>...When providing a Requested NSSAI to the network upon registration, the UE in a given PLMN shall only use S-NSSAIs belonging to the Configured NSSAI, if any, of that PLMN. Upon successful completion of a UE's Registration procedure, the UE may obtain from the AMF an Allowed NSSAI for this PLMN, which may include one or more S-NSSAIs…<snip>…The Allowed NSSAI shall take precedence over the Configured NSSAI for this PLMN. The UE shall use only the S-NSSAI(s) in the Allowed NSSAI corresponding to a Network Slice for the subsequent procedures in the serving PLMN…”
When a UE include S-NSSAI in Requested NSSAI for a PLMN, it considers mapping between application and S-NSSAI, and it selects S-NSSAI from Allowed NSSAI for that PLMN, excepting rejected S-NSSAI(s) for the PLMN. If Allowed NSSAI is not available in UE for the PLMN, UE selects S-NSSAI from Configured NSSAI.

[Proposed handling]

Here, it is proposed to add Prioritised NSSAI per PLMN (or a set of PLMNs), which have priority over Allowed NSSAI and Configured NSSAI for Requested NSSAI, when there is no NAS security context. It is provisioned with Configured NSSAI by HPLMN, when there are privacy sensitive NSSAIs for a PLMN. Depending on the given Prioritised NSSAI, UE and network use it as follows:

1. If there is no Prioritised NSSAI available for the PLMN in the UE, UE selects S-NSSAIs for Requested NSSAI form Allowed or Configured NSSAI as existing registration procedure.

2a. If Prioritised NSSAI with NULL S-NSSAI (i.e. all zeros) for the PLMN, UE does not include Requested NSSAI in registration request to the PLMN. This is the case where network has privacy sensitive NSSAI, but there is no pseudonymous NSSAI or any protection mechanism for it. 

NOTE: For this case, UE will be registered to default AMF and may be relocated to the appropriated AMF, according the subscription. To meet the application/service needs of the UE, then, registration update and another AMF reallocation might be required.

2b. If Prioritised NSSAI with PLMN default S-NSSAIs (not based on specific UE) exists for the PLMN, UE will use this Prioritised NSSAI as Requested NSSAI in the registration request. This could be more generalised version of NSSAI, without privacy risk, or coarse-grained by the large user groups. Otherwise, simply it could be the same value for the network.
Editor’s Note: How it can be utilized for efficient routing to AMFs are up to SA2, or it can be left to the implementation choices.
NOTE: Potentially, this Prioritised NSSAI might be used as a container of pseudonymous S-NSSAIs in the later phase, depending on needs and future pseudonymous S-NSSAI scheme.
This way, network can control the protection of NSSAI privacy, assuming that there are not many such networks in 5G Phase 1 (because not sending Allowed/Configured NSSAI will lead to not efficient routing, because of potential reallocation). For the case that, UE is not provisioned Prioritised NSSAI for a certain PLMN, default Prioritised NSSAI for all other PLMNS (not provisioned) is necessary. This has no privacy risk, other than a certain UE is in roaming (from different PLMN). 
4
Detailed proposal

It is proposed that SA3 is to endorse this as one of options for NSSAI privacy handling for phase 1 and share this with SA2 to make a choice (among the given options from SA3).
